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Abstract

LiDAR sensors are increasingly being adopted in smart home envi-
ronments to enable user activity recognition for a wide range of
applications, including resident safety monitoring, health tracking,
and behavior modeling. While the advantages of LIDAR-based ac-
tivity recognition are well recognized, supporting diverse privacy
preferences remains an ongoing challenge. Different user groups of-
ten have competing needs: homeowners may favor high-resolution
sensing for health monitoring, whereas guests may prefer lower-
resolution sensing or even temporary deactivation of the system. To
navigate these varied requirements, we introduce a spatially adap-
tive approach that divides the LiDAR sensing field into configurable
sub-zones, each with adjustable sensing capabilities, sizes, and loca-
tions. This design empowers users to personalize sensing settings
according to their individual privacy preferences. We demonstrate
the feasibility of this approach through a proof-of-concept proto-
type and assess its effectiveness via two user studies. Our findings
offer insights to inform the design of privacy-aware LiDAR sensing
systems in smart environments.

CCS Concepts

« Human-centered computing — Interactive systems and
tools.
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1 INTRODUCTION

LiDAR sensors are increasingly being integrated into smart home
environments to support user input detection and activity monitor-
ing. They enable a wide range of applications, such as controller-
free computer interactions [25, 57], resident safety monitoring
[23, 44, 45, 64], and the collection of behavior and health data for
data-driven services [22, 24, 40, 56, 68].

While the advantages of sensing are well recognized, the home
remains a deeply personal space where privacy preferences can
vary widely. These preferences may differ not only across individ-
uals with different roles, such as space owners and visitors, but
also depending on situational context. For instance, a homeowner
might appreciate the detection of health-related behaviors, such
as drinking water, while a visitor may prefer not to have their ac-
tions sensed to avoid potential observation by others later [42, 72].
Supporting such diverse preferences in a shared space, without
introducing conflict, presents an ongoing challenge [42, 72]. Even
among the same group of users, privacy preferences can shift based
on location within the home [32]. In more relaxed settings, like a
living room couch, users may prefer greater privacy, particularly
during socially awkward moments (e.g., scratching their back), to
avoid the possibility of these actions being recorded or later viewed
by others [10, 42]. To ensure complete privacy, they may opt to
disable the sensor. However, in nearby work areas like a desk, users
may expect productive activities to be sensed and supported. This
requires frequent sensor activation and deactivation as the user
moves between locations, which can be cumbersome.

In this paper, we introduce a method designed to better accom-
modate diverse privacy preferences in LIDAR-based activity recog-
nition applications. Our approach divides the LIDAR’s sensing area
into configurable sub-sensing zones with adjustable resolutions.
We show that even a simple partitioning, such as along the x-axis in
our implementation (Figure 1a), can effectively support a broader
range of user privacy needs. Each sub-sensing zone can be indepen-
dently toggled on or off and customized in terms of size, location,
and sensing resolution to reflect individual privacy preferences.
For example, a visitor might remain within a low-resolution zone
that dynamically follows their movements, preventing their activity
data from being identifiable to either humans or machine learning
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Figure 1: (a) LiDArgus improves users’ privacy preferences in LIDAR activity recognition systems by dividing the LiDAR sensing
area into configurable sub-sensing zones (three shown in this figure). Each zone has adjustable sensing capabilities, sizes, and
locations, allowing users to tailor the sensing settings to their privacy needs. (b) Bob has set up a LiDAR activity recognition
system in his new home to track his daily activities, supporting his professional management. His desk activities are monitored
within a high-resolution zone, allowing the system to accurately recognize tasks such as sitting and reading. (c) To preserve
privacy, Bob’s rock chair is placed in a separate zone where sensing is disabled, ensuring that socially sensitive actions, such as
scratching his back or picking his nose, are not captured. (d) When Bob’s friend Alice visits, she creates a sub-sensing zone
with the lowest resolution, acting as a privacy mask that follows her movements. (e-f) Alice’s low-resolution zone ensures her
activities remain unidentifiable to Bob’s system’s machine learning models or other people. While Alice perceives the room
as being sensed at a lower resolution, areas outside her zone are maintained at a higher resolution to support Bob’s activity
recognition needs.

models (Figure 1d-f). At the same time, other areas of the space can
retain high-resolution sensing to support the activity recognition
needs of the space owner.

This flexible configuration allows the system to simultaneously
uphold both privacy and sensing requirements for users in different
roles. In scenarios where privacy preferences vary across different
locations of the environment, a sub-sensing zone can also be used
to fully disable sensing in specific areas, such as over a couch,
creating a privacy-preserving region distinct from the rest of the
space (Figure 1b-c). Overall, our method simulates the effect of
deploying multiple LiDAR sensors with different resolutions and

blind spots, while offering a more scalable and efficient solution
using a single LiDAR sensor.

To validate our approach, we developed a proof-of-concept pro-
totype, LiDArgus, using the M30 LiDAR Development Kit from
Lumotive [2]. This device incorporates a solid-state beam steer-
ing mechanism powered by a Light Control Metasurface (LCM™),
enabling sub-zoning directly at the hardware level. This capabil-
ity allows selective control of the LiDAR’s beam illumination and
sampling, eliminating the need to first capture the full dataset and
discard unnecessary information.
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Our prototype supports the creation of dynamic sub-sensing
zones along the x-axis to accommodate varying privacy needs. To
enhance system transparency and user understanding, we inte-
grated a projector that visualizes key information, such as zone
locations, boundaries, sensing resolution, and the types of activities
recognizable by the system’s machine learning model. The zone
boundaries are displayed within the physical space, aligning with
their actual locations, and raw sensor data is projected onto the
user’s body and surrounding area. Users can create, adjust, and
personalize sensing zones using voice commands, allowing them,
including owners and visitors, to configure their zones freely, en-
suring their privacy preferences are respected without interfering
with those of others, or with their own preferences across different
areas of the sensed space.

We conducted two user studies to assess the usability and effec-
tiveness of LiDArgus. The first study investigated how effectively
LiDArgus’s visual feedback communicated information about sub-
sensing zones during user interactions. Participants found the vi-
sual cues to be intuitive and easy to understand. The second study
examined whether the introduction of sub-sensing zones, along
with granting users control over these zones, could better support
users in managing their privacy preferences across different roles.
Our findings demonstrate that LiDArgus increased participants’
awareness of the LiDAR sensor’s operational state and improved
perceived transparency regarding its coverage and sensing capabil-
ities. Furthermore, by offering meaningful control over the sensor,
LiDArgus more effectively supported users’ privacy preferences
compared to a baseline condition without sub-zoning.

2 CONTRIBUTION

The primary contribution of this work is the introduction of sub-
zoning within a LIDAR sensing region as an approach to address
the diverse privacy preferences of users in activity recognition
applications. Rather than focusing on the technical implementation
of enabling sub-zoning, our contribution emphasizes a new privacy-
preserving user experience in LIDAR powered smart environments.
Unlike existing methods that typically rely on a single sensing
area with uniform resolution, our approach utilizes a novel LCM-
based LiDAR system to create customizable sub-sensing zones to
(1) provide transparency regarding the data collected by the LiDAR
and the functionality of each sensing zone, and (2) empower users
in different roles to create and configure the resolution, location,
size, and behavior of their designated zones based on their specific
privacy preferences.

3 RELATED WORK

We review related work on activity recognition using RGB cameras
and LiDAR sensors, including efforts to enhance their privacy-
preserving capabilities. Additionally, we examine prior research on
understanding diverse privacy preferences in smart environments,
which served as a key inspiration for our study.

3.1 Privacy-Preserving Activity Recognition in
Camera-Based Systems

Activity recognition is a cornerstone of smart environments, en-
abling a wide range of applications, including home surveillance

[48, 50, 53, 71], video monitoring [4, 8, 21, 39], and healthcare sys-
tems [6, 9, 15, 55]. Much prior work has focused on vision-based
methods, using cameras to identify activities [27, 49, 61, 65]. How-
ever, the increasing use of these systems has raised important con-
cerns regarding user privacy. Prior research has shown that the
presence of cameras in smart environments can lead to discomfort
and diminished trust, especially when users are unsure about what
is being recorded and how the data is being utilized [67, 74]. In
response to these concerns, researchers have proposed a range of
privacy-preserving techniques. For instance, some approaches em-
ploy methods such as blurring sensitive areas in images [29, 46, 47]
or applying mosaic filters to facial regions to support anonymization
[19, 28, 34, 52, 60, 62]. Others aim to enhance activity recognition
models to operate effectively with low-resolution images, thereby
reducing the visibility of identifiable features while maintaining
satisfactory recognition performance [7, 43, 59, 69, 70]. Despite
these advances, a fundamental challenge remains: visual data is
inherently rich in detail, and even with obfuscation or reduced
resolution, contextual or biometric cues may still be inadvertently
revealed. As such, ensuring complete privacy continues to be an
ongoing area of exploration and innovation.

3.2 Activity Recognition Using LiDAR

Unlike cameras, LIDAR-based sensing does not capture appearance
or texture details. Consequently, it avoids recording identifiable
visual features such as skin tone, eye color, or iris patterns, mak-
ing it a more privacy-preserving option for activity recognition
[51, 54, 58, 63]. Prior work has explored a range of techniques to
use LiDAR data for activity recognition. For instance, Glandon et
al. proposed a method that recognizes user activities by extracting
skeletal information from the sensor’s point cloud data [20]. In
a complementary approach, Zhou et al. employed a voxel-based
representation, leveraging a 4D tensor instead of raw point clouds
to improve model training efficiency[75]. In practical applications,
Kodur et al. [33] employed LiDAR on a hospital robot to detect
patient gait and pedestrian movement, facilitating collision avoid-
ance. Joo et al. [30] deployed LiDAR in care facilities to monitor
the activities of Alzheimer’s patients, providing alerts for abnormal
behaviors. Additionally, Fraccaro et al. [18] integrated LiDAR with
environmental data to develop a remote monitoring system for
elderly home care.

LiDAR and camera-based systems share a common limitation
found in most IoT sensors: they typically use a uniform sensing
resolution across the entire sensing region. Although overall reso-
lution may be adjusted dynamically, it is generally not possible to
independently configure resolution for specific subregions within
the sensing field. This results in a "one-size-fits-all" sensing model,
where the entire space is either sensed at a high resolution, which
may compromise privacy, or at a low resolution, which could limit
functionality. In this work, we propose that subdividing the LiDAR
sensing region into smaller zones with independently configurable
sensing capabilities offers a more flexible and effective solution for
balancing privacy and functionality requirements.
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3.3 Diverse Privacy Preferences in Smart
Environments

A critical aspect often overlooked in the design of smart sensing
systems, including those based on LiDAR, is the variability of pri-
vacy needs across different user groups and contexts. Research has
demonstrated that individuals’ privacy preferences and expecta-
tions are multifaceted, shaped by elements such as the purpose of
data collection, the context in which data is collected, and the parties
with whom the data is shared [73]. Privacy preferences also differ
by role: for instance, visitors typically feel more comfortable with
low-fidelity sensors [35], while owners of smart environments may
have greater trust in device manufacturers and may not prioritize
privacy protection, potentially resulting in inadvertent disclosures
of privacy-sensitive information [72]. The role of context is partic-
ularly significant for owners, with factors such as location playing
a key role in their adoption of privacy settings and shaping their
perceptions of privacy [32].

Studies have shown that visitors are often unaware that sensor
data collection may pose privacy concerns [42, 72]. Although they
may not directly benefit from IoT devices, their data is still being
gathered. One study found that visitors desire the ability to evaluate
the current status of sensors and understand how their data is
being captured. Additionally, they seek clarity on the purpose of
data collection, its management, and any associated security risks
[42]. Visitors often feel powerless when it comes to configuring
sensors to align with their privacy preferences. Even when provided
with control, they may hesitate to make adjustments due to social
pressures or discomfort [16].

To mitigate these challenges, privacy assistants (PAs) have been
proposed as a promising solution to help users discover and manage
the data collection practices of nearby IoT devices [12-14]. For
example, Fernandez et al’s system [5] enables users to view the
data being collected under current settings (e.g., facial features, eye
movement). Research indicates that PAs can enhance user comfort
in new smart sensing environments [16, 36]. However, existing
PAs are not directly applicable to LiDAR systems, nor do they
effectively address the "one-size-fits-all" challenge, as highlighted
in the previous subsection.

Our work extends existing work by introducing the concept of
sub-zoning to tackle the limitations of one-size-fits-all solutions.
The design of our interactions is informed by prior studies on user
privacy preferences, as discussed earlier in this section. Specifically,
we cater to the diverse privacy preferences of LiDAR users by
ensuring transparency about the data being collected, enabling
informed decision-making, and providing users with control over
the system to adjust the sensing capabilities of sub-zones based on
their privacy preferences.

4 WALKTHROUGH

We demonstrate the new user experience enabled by our approach
in a multifunctional room that serves as both a home office and a
living room for hosting guests. This setup is common among young
professionals, though the concept is also applicable to larger living
spaces as well.

Background: Bob recently moved into this room and configured
it to monitor his daily activities, supporting both his health and

Trovato et al.

professional development (Figure 1). His desk activities are tracked
within a high-resolution zone (like a 1D peephole within the full
sensing range, with a resolution of 640x480), enabling the system to
accurately detect tasks such as sitting and reading. Given his busy
schedule, Bob often eats at the desk, and the system also detects
eating and drinking activities. To maintain privacy, Bob’s rock chair
is located in a separate zone where sensing is disabled, ensuring that
socially sensitive behaviors, such as scratching his back or picking
his nose, are not captured. The zones can be visually represented
in the physical space, with sensing pixels projected onto his body
or the surrounding walls.

O

—

) -

Figure 2: (a) Bob uses the voice command “Create Zone” to
create a low-resolution private zone for his visitors. (b) Li-
DArgus generates a sub-sensing zone centered around Bob’s
location and visualizes information about the zone, including
raw sensing data, sensing resolution, and detectable activi-
ties.

Scenario 1: Interacting with Zones. Bob’s visitors often linger
near the door for brief conversations. However, they feel uneasy
knowing that their movements and activities are being detected
by Bob’s activity sensor. To address this concern, Bob decides to
establish a private zone near the door. Standing at the entrance,
he commands, "create zone," prompting the system to generate a
designated area around him (Figure 2). This zone initially operates
at the lowest sensing resolution (like a 1D peephole within the full
sensing range, with a resolution of 40 X 30), allowing the machine
learning model to detect only large movements, such as walking
or falling, which are critical for safety, while excluding finer de-
tails to preserve privacy. To ensure that even human observers
cannot easily interpret the raw data, Bob performs a few playful
gestures and inspects the sensor output. The resolution appears
sufficiently low that he cannot even recognize his own movements,
leaving him confident in the system’s ability to safeguard privacy.
Although he could remove the zone at any time by saying, "Remove
zone", Bob decides to keep it. A subtle sound effect provides audible
confirmation whenever the zone is active.

This low-resolution zone near the door also serves as a desig-
nated "safe" area, providing Bob with a momentary retreat from
the higher-resolution sensing zones that cover the rest of the room.
After a busy Zoom meeting, Bob briefly steps into this zone to
stretch his back, ensuring that this activity remains outside the
scope of the sensors (see Figure 3). While Bob knows he can issue
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Figure 3: (a) Bob takes a break after a long Zoom meeting. He
walks away from his desk and (b) steps into the new private
zone, where he can perform activities, such as stretching his
back, that he prefers not to be sensed by the LiDAR.

the voice command "minimize resolution" at his desk to reduce
the workspace’s resolution to its minimum, he prefers to step into
the safe zone for convenience, as it is already within reach. Upon
entering the zone, Bob expects to be informed of the new sensing
area, a common preference for individuals transitioning into new
sensor zones [13, 16, 42]. The system detects his movement and
activates the projector to display both the zone boundaries and
sensor data.

Scenario 2: Visitor. Alice, a friend of Bob, hears about his recent
move and decides to visit him. As she enters, she unknowingly steps
into the newly established private zone in Bob’s room. The system
does not differentiate between individuals but is able to detect
the presence of a new person. This detection triggers a real-time
visualization of the boundaries of all zones in the room (Figure
4a, b), offering immediate feedback on their spatial coverage. This
design is guided by previous research highlighting the significance
of user awareness of sensor presence [13].

The system also provides a list of detectable activities based
on the resolution of each zone, enabling Alice to assess its capa-
bilities and identify potential privacy concerns [42] (Figure 4b).
Additionally, she can access the raw sensor data, which offers a
clearer understanding of the system’s operation in her current zone,
further enhancing transparency, as recommended by prior research
[16, 73]. After two minutes of inactivity, the zone visualization
fades, but it can easily be reactivated with the voice command,
"show all zones."

Curious about how raw sensor data appears in the high-resolution
zone adjacent to the private zone, Alice extends her arm into this
region. She quickly observes a much sharper and more detailed
contour of her arm, offering an intuitive grasp of the resolution
difference between the two zones (Figure 4c).

Alice decides to explore Bob’s room. Before leaving the private
zone, she creates her own by issuing the voice command "create
zone" (Figure 5). Similar to Bob’s guest zone, this new zone has a
low sensing resolution, detecting only activities such as walking
or falling. While a default resolution is helpful, Alice is interested
in exploring the additional resolution options available in Bob’s
system. This desire for greater control is typical among individuals
visiting new smart environments [42, 72]. She adjusts the resolution
of her zone by using voice commands, such as "increase resolution,’
which increments it to the next predefined level. Alice also tries to

disable sensing by saying "disable sensing," which turns off the sen-
sors within her zone. After some experimentation, she determines
that the default setting works best for her and opts to keep it. As
shown in prior research [13], the ability to adjust sensor settings
helps reassure her that her privacy is being protected (additional
evidence supporting this is presented in our study results).

When Alice is ready to move, she activates the voice command
"follow me," transitioning her zone from a static to a dynamic mode
that continuously tracks her movements. This change enables the
zone to adapt to her location in real time. As a result, Alice perceives
the entire room as being sensed at a lower resolution, while areas
outside her zone remain at a higher resolution to support Bob’s
needs for activity recognition (Figure 6).

In our scenario, Bob does not have a dynamic zone that tracks
his movements. If such a zone were present, it could overlap with
Alice’s zone when they stand close together, resulting in the two
zones merging into a larger one. In this case, the system would
automatically adjust the sensing resolution to the lower of the two
zones, prioritizing the more restrictive privacy settings. The projec-
tor would update the zone boundaries and resolution to notify the
user (Figure 7). Once Alice leaves, her zone would be automatically
removed.

5 IMPLEMENTATION

This section provides the implementation details of our prototype.

5.1 Hardware

The core component of our hardware is the M30 LiDAR Devel-
opment Kit from Lumotive [2] (Figure 8). This device incorpo-
rates solid-state beam steering based on Light Control Metasurface
(LCM™) technology, which enables sub-millisecond steering of the
LiDAR beam without relying on mechanical components. It offers
a horizontal and vertical field of view of 120° x 90°, respectively.
LCM™ allows for precise, random-access control of scanning pat-
terns, enabling the LiDAR sensor to selectively exclude specific
areas within its sensing region by steering the laser beam to skip
certain angles during environmental scanning. By adjusting the
interval between adjacent beam scanning angles, the sensing reso-
lution can be adjusted. Sensing can be effectively disabled in areas
where beam scanning is skipped. This functionality enables real-
time, no-latency sub-zoning at the hardware level. In addition to
the LiDAR system, the hardware setup includes a Sony VPL-PHZ50
projector, used to display visual information about the sub-sensing
zones directly onto the physical environment. The LiDAR’s raw
sensor data is projected onto the user’s body. Audio feedback is
delivered through Sony XE300 speakers.

5.2 Software

We used the Lumotive SDK to control the LiDAR’s beam steering
via its Light Control Metasurface and to acquire data from the de-
vice. To enable sub-zoning within the M30’s sensing region, we
used its virtual sensor functionality, which allows programmable
control of beam steering to define multiple sub-field-of-view re-
gions, each with different scanning resolutions and frame rates.
Data communication was handled via TCP. To generate the raw
sensing data presented to the user, we projected the point cloud
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Figure 4: (a) Bob’s friend Alice comes to visit. As she enters the room, she steps into the private zone. This detection triggers a
visualization of all zone boundaries in the room, providing immediate feedback on their spatial coverage. (b) The system also
presents a list of detectable activities based on each zone’s sensing resolution, enabling Alice to assess the system’s capabilities
and identify potential privacy concerns. (c) She can see raw sensor data projected on her body to better understand how the
system operates in her current zone. When Alice extends her arm into the high-resolution zone adjacent to the private zone,
she sees a much sharper and more detailed contour of her arm, which conveys the resolution difference between the two zones
(see the larger sensor pixels on her body vs smaller ones on her arm). (d) A thumbnail of the sensor data shows Alice’s body
being sensed at the lowest resolution and her arm at the highest resolution.

Resolution Level

640x480 (Resolution Level 5)

320%240 (Resolution Level 4)

160x120 (Resolution Level 3)

80x60 (Resolution Level 2)

40x30 (Resolution Level 1)

Brushing teeth

Brushing teeth

Drink water

Eating at a dining table

Eating at a dining table

Falling down Falling down Falling down Falling down Falling down
Reading at a desk Reading at a desk

Chopping

Walking Walking Walking Walking Walking
Nose picking Nose picking Nose picking

Phone use Phone use Phone use

Putting on clothes

Taking off clothes

Stretch Stretch Stretch

Scratching the back Scratching the back Scratching the back

Table 1: Detectable activities under different resolutions in LiDArgus (based on yolo11m-cls with f1 score > 90%)

data onto a 2D plane. These projections were calibrated to ensure
accurate alignment of raw sensor data with the user’s body and
precise mapping of zones to their physical locations in the environ-
ment. Voice input for detecting user commands was implemented
using Google Speech-to-Text API [1].

5.3 Machine Learning

We trained a machine learning model to recognize a set of daily
activities commonly encountered in home and office environments.

Activity Selection. We selected two groups of activities based
on their varying levels of privacy sensitivity in smart home environ-
ments, as identified in prior research [10]. The first group consisted
of activities generally considered to have low or no privacy con-
cerns, including: (1) brushing teeth, (2) drinking water, (3) eating at
a dining table, (4) falling down, (5) reading at a desk, (6) chopping,
and (7) walking. The second group included activities that are often
regarded as privacy-sensitive, including: (1) taking off clothes, (2)
putting on clothes, (3) nose picking, (4) phone use, (5) stretching,

and (6) scratching the back. The inclusion of privacy-sensitive ac-
tivities was to help participants envision the types of behaviors that
the system might detect. In practice, this data may not be collected
at all.

Data Collection. Many of the selected activities are not included
in existing open-source human activity depth map datasets[17, 37,
38]. Therefore, we collected our own dataset. To do so, we adopted
the data collection methodology used in the NTU120 dataset [37].
During data collection, we positioned the M30 LiDAR Development
Kit 2.5m above the ground and 3.5m away from the participants. For
each activity, we recorded sensor data with a full FoV of 120° x 90°
at multiple sensing resolutions, ranging from the system’s highest
supported resolution of 680 x 480 down to 320 X 240, 160 X 120,
80 X 60, and 40 X 30. A total of 12 participants took part in the
data collection, with heights ranging from 163 cm to 185 cm. For
each activity performed by a participant, we recorded 60 consec-
utive frames. After all actions were completed, we also captured
additional background data to serve as negative samples.
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Figure 5: (a) Alice decides to explore Bob’s room. Before leav-
ing her private zone, she issues the voice command "create
zone" to create a new one. (b) The newly created zone over-
laps with Bob’s private zone near the door and operates at
the lowest sensing resolution (see the large sensor pixel on
her body).

Model Selection. Given that much of the privacy-sensitive data
is processed on edge devices, we focused our model selection on
approaches capable of real-time inference under limited computa-
tional resources. Although our data exhibits temporal characteris-
tics, existing sequence-based prediction models are not suitable for
real-time inference. Therefore, we treated the activity recognition
task as a classification problem and adopted YOLO11 for its effi-
ciency. We used object detection to determine the body’s position
and size within the sensor data, which is crucial for adjusting the
size and location of the sub-sensing zones.

Data Processing and Model Training. We used the YOLO11-
cls-m model for activity classification and the YOLO11m model for
human detection. The collected dataset was divided into training,
validation, and test sets with a 70%, 15%, and 15% split, respectively.
The YOLO11-cls-m model was trained on 13 action categories using
a YOLO model pre-trained on the COCO dataset, while YOLO11m
was trained using a pre-trained model from ImageNet. To miti-
gate overfitting, we incorporated an early stopping mechanism
and applied the default data augmentation techniques provided by
YOLO11.

Result. The detailed classification results are presented in the
Appendix. For our implementation, an activity was considered de-
tectable if its F1 score exceeded 90%. We have summarized the
activities that can be recognized, both with and without significant
privacy concerns, at different resolutions in Tables 1. This informa-
tion is used in our system to display a list of detectable activities
at varying sensing resolutions. Most activities, particularly those
with privacy concerns, were not detectable at the lowest resolu-
tion of 40 X 30. However, Walking and Falling Down remained
detectable even at this resolution, allowing the system to track
user movement and support the dynamic zone feature, which fol-
lows a user’s position in real-time. We provide the sensor data in

the Appendix to illustrate examples of user activities captured at
different sensing resolutions. Note that our goal was to support
informed decisions regarding which activities should be displayed
as detectable by our system. Factors such as model architecture,
training strategies, and data augmentation methods may result in
different conclusions than those presented here. Therefore, readers
should not interpret these results as a definitive reference for the
detectability of activities at specific sensing resolutions.

6 OVERVIEW OF USER STUDIES

We conducted two user studies to evaluate the usability and effec-
tiveness of our approach. The first study assessed how well the
proposed visual feedback communicated critical information about
sub-sensing zones during user interactions. Overall, participants
found the visual feedback to be intuitive and easy to understand.
This helped isolate potential confounding factors that could oth-
erwise influence the privacy-related experiences examined in the
second study. In the second study, we explored how effectively
LiDArgus supported diverse privacy preferences. Findings indi-
cate that LiDArgus improved participants’ awareness of the LIDAR
sensor’s operational status and enhanced the transparency of its
capabilities. It also offered effective mechanisms for privacy protec-
tion and user control over the baseline LiDAR system. Compared
to a baseline condition without sub-zoning, the sub-zoning feature
more effectively supported privacy preferences for both visitors
and the LiDAR system’s owner.

7 USER STUDY 1: UNDERSTANDING VISUAL
FEEDBACK

The goal of this study was to assess the clarity of the visual feed-
back and its effectiveness in communicating information about
sub-sensing zones. Specifically, we examined how well the feedback
communicated key details, including the zones’ location, spatial
coverage, sensing resolution, and the types of activities detectable
within each zone.

7.1 Study Design

This section describes the design of our study, including the partic-
ipants, apparatus, tasks, and overall procedure.

Participants. We recruited 12 participants (8 male, 4 female),
with a mean age of 25.5 (SD = 2.53). All had prior experience with
voice input systems for smart home appliances, mobile devices, or
vehicles. Moreover, all participants had normal vision and hearing.

Apparatus. We conducted the study using the prototype de-
scribed in the Implementation section. The test environment and
zones were the same as those described in the walkthrough. Par-
ticipants used a Sony SRS-XE300 speaker for audio feedback and
HyperX SoloCast for voice input.

Task. Participants used voice commands to trigger and evaluate
visual feedback projected onto the room to assess its effectiveness
in conveying the intended information. Below, we outline the tested
feedback. For feedback triggered by voice commands, we also in-
clude the corresponding command (in brackets).

Create a new zone ("create zone"): Visual feedback showed the
zone boundaries, raw data, and detectable activities (Figure 9).
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Zone 3

Figure 6: (a) Alice initiates the exploration of Bob’s room by issuing the voice command “follow me,” which transitions her
zone from static to dynamic mode, enabling continuous tracking of her movements. (b-c) This transition allows the zone to
adjust in real-time to her location. The zone acts as a mask, preventing Alice from being detected at higher resolutions, even
when she enters the high-resolution zone near Bob’s desk.
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Figure 7: In another scenario, where (a) Bob sits in the room on his rock chair. (b) Alice’s zone is adjacent to Bob’s, causing the
two zones to merge. (c) The merged zone is now larger, covering both Alice and Bob. The system automatically adjusts the
sensing resolution to the lower of the two zones, prioritizing the more restrictive privacy settings.

Disable sensing ("disable sensing"): Visual feedback only showed
the boundaries of the zone (Figure 11).

Adjust zone resolution ("increase/reduce resolution", "maximize/minimize
resolution"): Visual feedback displayed the zone boundaries with
the updated sensor data and corresponding activities that could be
detected (Figure 12, Figure 13).

Toggle between dynamic and static mode ("follow me"/"stop follow-
ing"): The dynamic mode was indicated by an icon displayed near
the top of the zone. Participants were encouraged to walk across
the room to observe how the dynamic zone adjusted to follow their

Figure 8: The hardware setup of LiDArgus, including the
M30 LiDAR Development Kit from Lumotive, along with a
projector.

Remove a zone ("remove zone"): The boundaries of the zone en-
compassing the participant were initially displayed and then grad-
ually faded away (Figure 10).

movements.

User entering a zone: Visual feedback showed the zone bound-
aries, raw data, and detectable activities.

User entering the room: Visual feedback showed all zones in the
room. Participants were encouraged to walk across the room to
see how their body movements were sensed under varying sensing
resolutions in each zone.
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Ereate Zone

Figure 9: The visual feedback for the command "Create Zone".

emove Zone )

Figure 10: The visual feedback for the command "Remove
Zone".

Two zones merging: Visual feedback displayed the merged larger
zone with the resolution set to the lower of the two zones.

Participants were given as much time as needed to complete
each task. Before each trial, the visual feedback was disabled, and it
was turned off again after each trial, prior to starting the next one.

Procedure.

The tasks were presented to participants in a random order. Be-
fore the study, participants were introduced to the concept of zones
and sensing resolution. However, they were not provided the op-
portunity to familiarize themselves with the tested visual feedback.
This was intended to assess the usability of our design for first-
time users, such as visitors in a smart home or office environment.
Additionally, participants were not informed about the system’s
privacy-related goals, as the study aimed specifically to assess the
clarity and usability of visual feedback for sub-zones, independent
of any privacy implications.

7.2 Result.

For each tested visual feedback, participants shared their under-
standing of the message it aimed to convey. After receiving their

Figure 11: The visual feedback for the command "Disable
Sensing".

[Decrease ResolutionJ—-:\__hf
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Figure 12: The visual feedback for commands "in-
crease/decrease resolution".

= T (Maximize Resolution\J_ X 'Hj
&
X
A
N
& \[Minimize Resolution]

Figure 13: The visual feedback for command "mini-
mize/maximize resolution".

response, we provided the correct answer. Subsequently, partici-
pants rated the following two statements on a 5-point Likert scale
(1: strongly disagree and 5: strongly agree): (1) I immediately un-
derstood this feedback, and (2) the visual feedback clearly commu-
nicated the information the system intended to convey.
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Figure 14 presents the results of our study. Overall, participants
reported that they were able to quickly understand the tested vi-
sual feedback and agreed that it effectively conveyed the intended
system information. Among the tested visual cues, the feedback
for "Remove a zone" received the highest consensus, with all par-
ticipants rating it 5 for both ease of understanding and clarity of
communication. For "User entering a zone", approximately 60% of
participants strongly agreed that the feedback was both easy to
understand and clearly communicated its intended message. Re-
sponses to the feedback for "Create a new zone" were more varied.
Over 50% of participants reported that they did not immediately
grasp its meaning. However, once they understood it, more than
70% agreed that it effectively conveyed the system’s intended in-
formation. For the remaining visual feedback cues, over 70% of
participants strongly agreed that they were both easy to under-
stand and clearly communicated their intended message. Next, we
discuss our findings and observations in more detail. It is impor-
tant to note that participants’ feedback in this study was limited to
visual feedback cues and did not address their privacy preferences.

7.2.1  Visual Feedback.

Overall, participants agreed that the tested visual feedback effec-
tively conveyed key operational information about the zones, in-
cluding their boundaries, the raw data captured, the range of sup-
ported sensing resolutions, and the types of activities recognizable
at each resolution level within the system’s current implementation.

Raw sensor data. Participants found that displaying the raw
sensor data was particularly necessary and informative for under-
standing the LiDAR’s capabilities. As P3 noted, "Since I am not very
familiar with LiDAR, I really wanted to know how the sensor scans
my body, and this feedback was very helpful. Without it, I might have
been completely in the dark". Participants with prior exposure to
LiDAR-generated raw point cloud data in a 3D environment also
found the visual feedback intuitive when applied to this new con-
text, where 2D pixels were projected onto their bodies. For example,
P9 stated, "The visualization of the raw sensor data was easy for me
to understand the different sensing resolutions. I could clearly see the
differences based on the size of the pixels outlining my body".

Color mapping. In our visualization, the depth of each pixel
was mapped to an 8-bit color scale. While participants observed
dynamic changes in the pixel colors, some found this representation
initially unfamiliar (P4, P5, P7). P7 said "I didn’t quite understand
what these differently colored blocks represent and why the color
changed". Similarly, P4 noted, "I eventually grasped the meaning of
the color mapping after interacting with the system for a bit, but it
still required some thought and guessing. It’s not something I imagine
people would understand immediately”. However, these observations
do not suggest that the visualization approach is ineffective. As P5
commented, "At first, I didn’t realize that these colors represented
different distances from the sensor, but once I understood it, I found
the colors to be a very intuitive way to convey depth".

Information overload. Presenting a large amount of informa-
tion simultaneously left some participants feeling overwhelmed
(P1,P2,P10, P12). In particular, some participants were immediately
drawn to the raw sensor data, causing them to overlook the icons
representing recognizable actions and the zone boundaries. As P12
noted, "The scanning results caught all my attention, so much so that
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I didn’t even notice there was an icon there". This finding, while not
entirely unexpected, highlights an important design consideration:
simply displaying all available information about sensing zones
does not guarantee effective communication. Instead, the design
of the output must also account for users’ ability to process and
interpret this information effectively.

On-body projection. Some participants (P8, P10, P11) noted
that initially, seeing the raw sensor data projected directly onto
their bodies caused some confusion. However, after moving around,
they eventually noticed the light on their bodies and recognized
the sensor pixels. For example, P10 said, "When I didn’t realize that
the projected image was shown on my body, I thought my body move-
ments were not being sensed. But then I realized that was not the case,
and I'm glad I figured it out". This insight highlights the importance
of ensuring that participants are aware of where information is dis-
played. While our intent was to convey the operation of the LIDAR
zone, the lack of immediate recognition of the projection medium
led to an initial misinterpretation. Some participants assumed the
sensor had failed to detect them. One potential factor contributing
to this misunderstanding was the use of different media to convey
distinct types of information, for example, raw sensor data pro-
jected onto the body, and supplementary information displayed in
the physical environment. This separation may have encouraged
participants to form an incomplete or inaccurate mental model, ex-
pecting all relevant information to be accessible via a single medium.
In addition to the cognitive demands of interpreting multiple dis-
plays, this setup also introduced physical overhead. Participants
were required to shift their attention between their bodies and the
surrounding space. As P1 pointed out, "Although projecting onto the
body is more intuitive, having to repeatedly turn around to view both
the projection on my body and other information displayed on the
wall was somewhat tiring. It would be much better if I could view all
the information in one place".

7.2.2  User Reactions to Visual Feedback.
Here, we report participants’ reactions to interacting with different
forms of visual feedback.

Recognizable activities. Several participants expressed sur-
prise when the list of recognizable actions changed as they toggled
between different sensing resolutions (P5, P7, P9-P12). This obser-
vation highlighted that, while participants quickly understood the
visual feedback, a more compelling outcome was how this feature
encouraged them to experiment with the system’s recognition ca-
pabilities (a behavior also observed with other forms of feedback
described later). Many participants spontaneously engaged in ac-
tions not listed, testing the system’s boundaries and observing its
responses. These interactions seemed to facilitate a deeper under-
standing of the system’s capabilities. For instance, P12 commented,
"At this resolution (40 X 30), even my arms are hard to see, so I guess
even if I did something weird, the system probably wouldn’t detect
it". Similarly, P9 noted that "It feels like this resolution (40 X 30) is
too low for the system to recognize what I'm doing, so I guess it’s
safe?". Interestingly, participants’ responses regarding privacy were
unexpected, as they were not informed in advance that the feedback
designs had a privacy-related focus. This spontaneous exploration
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Figure 14: Participants’ ratings on two questions regarding the tested visual feedback: (1) ‘I immediately understood this
feedback’ and (2) ‘The visual feedback clearly communicated the information the system was intended to convey’.

was especially encouraging, as it demonstrated the system’s discov-
erability and how it could help users better understand potential
privacy implications.

Sensing resolution. Participants were free to adjust the sensing
resolution as often as they wished and to explore the full range
of resolution levels. Notably, all participants eventually engaged
with all ten resolution levels supported by our system. When asked
about their motivations, many highlighted the satisfaction of being
able to control and fine-tune the sensor’s resolution, describing it as
empowering and engaging. As P12 described, "It is super satisfying
to be able to adjust the resolution and see the sensing area shift, from
such a high resolution, where my body contour is very sharp, to a
much lower resolution, where it appears coarse”. We view this as a
compelling strength of our design, as it invites active exploration
and fosters a sense of agency. This type of interaction may also
encourage users to think more deeply about privacy considerations,
increasing their awareness of the system’s implications. While
the overall response was positive, a few participants (e.g., P2, P6)
observed that differences between adjacent resolution levels were
sometimes too subtle to be easily distinguishable. As P6 explained,
"The differences between adjacent resolution levels are subtle, which
makes me uncertain which level is useful for what and how it would
affect my experience". P2 echoed this sentiment, suggesting that "For
someone who does not own this system, such fine-grained resolution
levels might not be necessary. A simpler scheme with low, medium,
and high settings could be more intuitive". These reflections indicate
that participants not only grasped the system’s visual feedback but
also thoughtfully considered its usability and suggested avenues
for refinement.

Dynamic zone. When the new zone was switched to dynamic
mode, several participants (P2-P7, P10-P12) initially appeared un-
certain. They approached the zone cautiously, edging toward its
boundary, and only began walking at a normal pace once they
noticed that the zone actively responded to their movements by
updating its location. As participants became familiar with how
the dynamic zone operated, many (P2, P4, P6, P10-P12) began mov-
ing across the room at varying speeds, engaging in exploratory
behavior to better understand and test its capabilities. This pattern
suggests a willingness to interact with and learn from the system,
even in the face of initial ambiguity. P9 described the experience as
"I felt as if I were under a spotlight that follows me," highlighting how
the dynamic zone evoked a sense of being recognized or tracked.
While this sensation was intriguing for many, some (P1, P2) noted
that it felt slightly awkward when they were uncertain about the
system’s sensing capabilities. For instance, P1 shared, "I felt a bit
uneasy at the beginning until I paid attention to the raw sensor data.
Then it was fine. It was an experience I hadn’t had before, and perhaps
I will eventually get used to it."

Fixed zone. Participants engaged with the boundaries between
adjacent sensing zones in diverse and thoughtful ways. Many (P1-P5,
P7, P9-P12) positioned themselves at the boundary between high-
and low-resolution zones to observe how each side of their body
was scanned differently. Several participants (P2, P5, P6, P7, P9,
P10) actively stepped in and out of zones to explore how the sens-
ing resolution shifted across their body. Others (P3-P5, P10-P12)
extended their arms across zone boundaries to experience the con-
trast in resolution. P5 said, "It is super cool to have the sensor only
detect my hands and be able to see it", highlighting the novelty of the
experience. Similarly, P7 noted the unique quality of the interaction
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compared to previous experiences with LIDAR or camera-based
systems: "Having my arm sensed at two different resolutions made
it feel as though my arm was divided into two parts". Participants
adapted quickly to these interactions and found them helpful for
understanding the distinctions between zones. Most were able to
correctly identify all three zones by observing the system’s visual
output. However, a few (P1, P2, P5, P9, P12) initially overlooked
the zone where sensing was disabled, as only the zone boundaries
were displayed for this area.

7.2.3 Improvements.

Based on the findings from this study, we implemented three design
improvements before proceeding with the second user study. First,
to address the issue of raw sensor data being displayed separately
from other information, we added a thumbnail of the sensor data
in the upper right corner of each zone. This adjustment ensures
that users are not restricted to their body surface when viewing
the complete raw sensor data. Second, to better inform users about
zones with lower salience (e.g., zones where sensing is disabled), we
introduced color coding for the interior of these zones. When a user
enters such a zone, the color appears and gradually fades over two
minutes, visually indicating that no sensor data is being captured
within that area. Third, we improve the clarity of the interface by
adding text descriptions to activity icons, making them both more
recognizable and descriptive. Additionally, we numbered the zones
and included text labels (e.g., "Zone 1") to improve differentiation
between them.

8 USER STUDY 2: THE EFFECTIVENESS OF
LIDARGUS

The goal of this study was to understand the user experience of
LiDArgus. Specifically, we conducted interviews with participants
to understand how our approach aligns with their privacy prefer-
ences in the roles of both space owner and visitor. As space owners,
participants performed tasks such as working at a desk and relaxing
on a rock chair. As visitors, they were asked to explore the space,
simulating the experience of a prospective tenant assessing a room
for potential rental. In addition to LiDArgus, we included a baseline
condition where the LiDAR operated without sub-sensing zones.

8.1 Study Design

This section presents our study design.

Participants. To ensure that participants were familiar with our
visual feedback system, we selected the same group of 12 partici-
pants from Study 1. All participants reported having prior experi-
ence with activity-sensing devices, such as smart motion sensors or
security cameras. The study was conducted one week after Study 1
to mitigate potential short-term memory effects that might influ-
ence participants’ perceptions of our approach.

Apparatus. We conducted the study using the prototype de-
scribed in the Implementation section. In the LiDArgus condition,
the space was divided into three zones, as described in the walk-
through. In the baseline condition, the entire space was covered by
a single zone with the highest sensing resolution, representing the
typical use of LiDAR for activity sensing. No visual feedback was
provided in this condition. Because many work- and health-related
activities, such as reading or drinking water, cannot be reliably
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recognized at lower resolutions (see Figures 19 and 20 in the appen-
dix), we set the maximum sensing resolution to 640 X 480 in both
conditions.

Task. In both the LiDArgus and baseline conditions, participants
completed tasks by following voice-guided, step-by-step instruc-
tions. Progression to the next step was triggered by the participant
saying "next."

In the LiDArgus condition, role-playing as a visitor, participants
were asked to imagine themselves as a prospective tenant evaluating
a room for rent while the owner was temporarily absent. They
were not informed whether the LiDAR sensor was active and were
expected to determine this on their own. The task involved nine
steps: (1) entering the room (all static zones appeared); (2) creating
their own zone (new zone appeared, static zones invisible); (3)
adjusting resolution settings based on privacy preferences (all zones
visible); (4) switching the zone mode to dynamic, allowing it to
follow their movement (all zones visible); (5) walking inside the
room (all zones visible); (6) removing their jacket (all zones visible);
(7) sitting at the desk and using their phone (all zones visible); (8)
picking their nose (all zones visible); and (9) returning to the door
and exiting (animation showed new zone removal). These steps
encompassed interactions involving observation of all zones in
the room and their sensing settings, control over their designated
zone, navigation of the room under their chosen sensing setting,
and engagement in actions they might prefer to remain undetected
by the sensor and unseen by space owner at a later time, such as
removing their jacket, using their phone at the owner’s desk, and
picking their nose.

In the LiDArgus condition, where participants role-played as
space owners, they were asked to imagine that they had installed
the LiDAR sensor to monitor their own work- and health-related ac-
tivities. They followed a set of voice-guided instructions to complete
a sequence of seven tasks: (1) stepping into the zone encompassing
the desk (high-resolution zone briefly appeared and faded away
after two minutes); (2) reading at the desk (no zone visible), (3)
drinking water at the desk (no zone visible), (4) picking their nose
at the desk (no zone visible), (5) walking to the rock chair (sensing-
disabled zone briefly appeared and faded away after two minutes),
(6) taking off their jacket (no zone visible), and (7) scratching their
back (no zone visible). These steps included activities that the owner
might prefer not to be recorded by the system, such as picking their
nose, taking off their jacket, and scratching their back. They took
place in areas that might or might not be detectable by the sensor,
such as the desk and rock chair. Zone visualization was mostly
disabled, as we anticipated that owners would find it unnecessary
in daily use.

Procedure. Prior to the study, participants were introduced to
LiDAR and the key features of LiDArgus, including the sensor’s
capabilities, sub-sensing zones, available controls, and feedback.
They were also shown examples of raw sensor data at various reso-
lutions along with corresponding machine learning classification
results. Participants were encouraged to think aloud throughout
the study. To prevent bias, participants first played as visitors in the
baseline condition. They were not informed whether the LiDAR
sensor was turned on or off, simulating real-world scenarios where
visitors may be unaware of sensing activities. Subsequently, par-
ticipants completed the remaining role-condition combinations in
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a randomized order. Before their trial as an owner in either con-
dition, participants were informed about the sensor’s operation
and given the opportunity to review its functionality, regardless
of whether they had already encountered this information in pre-
vious LiDArgus conditions. This ensured that owners had a clear
understanding of the system. During the study, participants were
left alone in the room. Following the study, each participant took
part in a semi-structured interview.

8.2 Result

Participants responded to a series of questions addressing their
awareness of the sensor’s operational status and transparency, the
availability of privacy protection options, and how well the system
supported them in expressing their privacy preferences. Addition-
ally, they were asked to evaluate whether, and to what extent, the
visualizations provided by our approach were helpful in supporting
privacy-related decision-making. These visualizations included fea-
tures such as the ability to view zone boundaries, inspect sensing
resolution levels, access raw sensor data, and understand which
activities were detectable. Participants rated their responses us-
ing 5-point Likert scale items (1 = Strongly Disagree, 5 = Strongly
Agree). Statistical analysis was performed using the Friedman test.

Figure 15 and Figure 16 present the results from the perspectives
of the owner and the visitor, respectively. Overall, participants
expressed strong agreement that our approach effectively provides
meaningful information and control, addressing several key aspects
of their privacy preferences.

8.2.1 User Awareness of LiDAR Operational Status and System
Transparency.

LiDArgus scored higher in both user awareness of LiDAR oper-
ation (Owner: X2 = 2.42p < 0.05, Visitor: X2 = 3.11,p < 0.01)
and transparency regarding the system’s functionality and capa-
bilities (Owner: X? = 2.59, p < 0.01, Visitor: X? = 3.16,p < 0.01).
Most participants reported that the information provided by Li-
DArgus helped them better understand the operational status of
the LiDAR system, the coverage of its sub-sensing zones, and its
sensing capabilities. This increased understanding helped allevi-
ate their privacy concerns. User perspective of the system had
no significant difference when participants were in different roles
(X? = -3.09,p < 0.01).

When experiencing the baseline system as visitors, participants
often felt uncertain about when, where, and how their body move-
ments were being sensed. As P12 said, "I wasn’t sure if the sensor
was on or off, and I felt like I had no control—this was awkward".
Similarly, P9 shared, "I thought about covering the sensor with a cloth
before doing weird things like picking my nose, but in reality, that
would be in someone else’s house, and I'm not sure if I'm allowed to
do that". Echoing findings from prior work [26, 41, 74], such am-
biguity can lead individuals to adapt or compromise their privacy
preferences. Interestingly, participants responded more positively
to the baseline condition when adopting the role of the owner, as fa-
miliarity with the system’s operation provided reassurance. While
visual feedback about the sensor’s status was not deemed essential
(33% participants), many participants expressed a desire for it. For
instance, P9 and P11 noted, "As an owner, I’'m more concerned about
whether the system is functioning properly. Right now, I don’t know

if it’s operating according to the parameters that I set. 'm not sure
whether the LiDAR is correctly monitoring my activities". However,
this confidence often shifted when participants assumed the role of
a visitor. As P9 reflected, "After I entered the room, I did not notice
where the sensor was located, nor did I understand how it worked.
This sense of the unknown was a bit scary".

In contrast, under the LiDArgus condition, participants (P1, P2,
P4, P6, P10, P11) reported that the feedback helped them intuitively
recognize when the LiDAR sensor was actively sensing them. Even
when participants expressed initial discomfort about being sensed,
they appreciated the system’s transparency. For example, P11 said
that "When I saw the visualized information, I immediately knew
there was a sensor observing me and felt an unsettling sense of surveil-
lance, yet the visual feedback helped me understand what kind of
data was being captured, which made me feel better". Similarly, P2
shared, "Although it’s somewhat awkward to see myself being sensed,
LiDArgus informs me of different zones. I could choose to stay within
a zone with lower sensing resolution—something the baseline didn’t
offer". Participants expressed greater enthusiasm when acting as
visitors compared to when taking the role of owners. While the
volume of information initially required some effort to interpret,
participants, especially in the visitor role, were generally willing to
explore different sensing resolutions before deciding on their next
action. These findings suggest that making the operation of the
LiDAR system transparent can significantly enhance users’ comfort
and willingness to engage with the technology.

8.2.2  Privacy Protection Options and Expression of Privacy Prefer-
ences.

LiDArgus received higher scores for the availability of privacy
protection options (Owner: X? = 2.88,p < 0.01, Visitor: X? =
3.10, p < 0.01) and the ability of participants to freely express their
privacy preferences compared to the baseline condition (Owner:
X% =2.74,p < 0.01, Visitor: X? = 3.04, p < 0.01).

In the baseline condition, participants expressed notable con-
cerns regarding the limited control over the sensing system. While
many participants (P3-P6, P10-P12) recognized that, as owners,
they could manually toggle the sensor on or off, they felt this bi-
nary control was insufficient to accommodate their diverse privacy
preferences. For instance, P6 stated, "I can only control whether it is
on or off, and this means I would have to toggle the device frequently
if I just want to temporarily disable it. The worst part is, I doubt
I could remember to turn it off every time I plan to do something
awkward that I wouldn’t want to be sensed. It’s not easy". When
placed in the role of a visitor, several participants (P11, P6, P4, P3)
described a sense of discomfort stemming from the sensor’s persis-
tent monitoring, especially when they lacked meaningful agency
over how their data was handled. As P4 shared, T have no way to
do anything to change it. It is frustrating that I have no other option
except accepting that I have no control over how my body is sensed".
Importantly, participants’ desire for control could be influenced by
the length of their stay. P10 reflected, "If I remain in the area for
only a few minutes, I might not worry about not having control over
the system, but if I have to stay longer, I would be more concerned
that I might inadvertently engage in actions that compromise my
privacy, like subconsciously picking my nose or scratching my back
while watching TV".
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Figure 15: Likert ratings of participants for the baseline condition and the LiDArgus condition while assuming the role of space
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Figure 16: Likert ratings of participants for the baseline condition and the LiDArgus condition while assuming the role of

visitor.

Participants appreciated the enhanced sense of control afforded
by the LiDArgus condition when taking on the role of the home-
owner. They valued that LiDArgus provided more nuanced options
beyond merely toggling the LiDAR sensor on or off, allowing them
to tailor privacy settings to their individual preferences. The ability
to manage sub-sensing zones was especially well-received. For ex-
ample, P1, P3, P9, and P11 expressed that LiDArgus enabled them
to feel significantly more in control of the sensor, as opposed to
using ad-hoc methods such as covering it with a cloth when de-
siring temporary deactivation. As P9 shared, "It is hard to imagine
anything else I would want to control. As long as the data is stored
locally, I am comfortable using the LiDAR sensor at home".

When the role shifted to that of a visitor, participants expressed
appreciation for the ability to create and modify sub-sensing zones,
rather than being limited to the default zones predefined by the
owner. They regarded having control over the LIDAR sensor as even

more valuable than merely being shown the sensor’s operational
status. Interestingly, after creating a new zone in the visitor role,
some participants explored different sensing resolution levels and
chose settings higher than the default minimum of 40 X 30. For
example, P12 selected a resolution of 160 X 120. When asked about
their choice, P12 shared that privacy was less of a concern at that
moment, making a slightly higher resolution acceptable. As P12
explained, "I now understand the capability of the system and how it
works, and I feel I can properly evaluate the privacy implications of
different sensing resolutions, so I thought I'd be okay using a higher
resolution than the default”. While prior research has noted that
users can sometimes make suboptimal privacy decisions [3, 11, 31,
66], our findings highlight a promising outcome: users, especially
visitors, were able to make informed decisions that aligned with
their own privacy preferences, suggesting increased awareness and
agency in managing privacy settings.



LiDArgus: Accommodating Diverse Privacy Preferences in LiDAR Sensing Through Configurable Sub-ZoningUIST ’25, September 28-October 01, 2025, Busan, Republic of Korea

Conversely, participants raised thoughtful concerns about sce-
narios involving multiple users. P2 highlighted a potential privacy
issue, noting, "If sensor data is shown in a scenario with multiple
people, even a small awkward movement I make might be visible
to everyone. That would be super embarrassing”. Usability in social
contexts also emerged as a consideration. Reflecting on a home
party scenario, P2 shared, "If many guests at a party are visiting
for the first time, they would need to familiarize themselves with the
system and take time to learn how to use it. I worry that a lot of
people won’t have the patience to do it properly. And as the owner,
I definitely can’t explain it to everyone. Training them all at once
would be impossible". These concerns are understandable, especially
given that the system was entirely new to participants. However,
such challenges may diminish as the technology becomes more
commonplace. As P4 optimistically noted, "As more people use the
system, I believe that training time will no longer be necessary".

8.2.3 LiDArgus Features.

Next, we present participants’ reactions to the concept of sub-
zoning and the visualized information provided by LiDArgus. Note
that the insights gained in this part of the study focus on privacy
preferences, which were not addressed in Study 1. The results are
shown in Figure 17.

Sub-sensing Zone. Participants generally found the concept
of sub-sensing zones effective in meeting their privacy needs, as
previously discussed. Notably, the dynamic zone, which adapts to
the user’s movement, appeared to be a preferred feature. Partic-
ipants appreciated using it as a "mark" to navigate within fixed
zones offering higher sensing resolutions, without concern for their
privacy-sensitive activities being detected. P4 shared, I like this
zone. It follows me well. Otherwise, I would have to go to a specific
low-resolution zone or one where sensing is disabled to feel safe". P10
further commented, "I feel like I own this place, even while playing
the role of a visitor. I hide in my shield, it follows me, and I know my
activity won’t be sensed by the owner’s high-resolution system". P3
expressed, "Although I'm not familiar with how the system imple-
ments that mask, I'm confident that it actively safeguards my privacy,
which is very reassuring".

Zone Boundaries. Participants generally found the visualiza-
tion of zone boundaries to be a valuable aid in making decisions
aligned with their privacy preferences. Most participants in the
owner role felt that, since they were responsible for configuring
the system, it was unnecessary to display zone boundaries at all
times. However, they appreciated being able to glance at the bound-
aries upon entering a zone, a behavior that our system supports.
As P2 noted, "I liked that when I entered the room, I could see the
zones, which also lets me know if the system is operating properly".
In contrast, all visitor-role participants emphasized the importance
of clearly displaying zones and their boundaries. In addition to
2D projections of the boundaries, several participants suggested
visualizing sub-zone boundaries in 3D space. For instance, P1 said,
"Since the LiDAR scans the area in a fan shape, it would be great to see
that fan in 3D". We believe such visualizations could be effectively
supported using AR glasses.

Sensing Resolution. All participants emphasized the impor-
tance of displaying the sensing resolution. For owners, it is impor-
tant for making informed decisions when subdividing space. For

visitors, the sensing resolution serves as a clear indicator of the sys-
tem’s current sensing capabilities, thereby aiding in understanding
the privacy implications.

Raw Sensing Data. Participants’ attitudes toward raw sensing
data varied based on their role. For owners, some participants (P6,
P7) did not prioritize the raw data. As P6 explained, "Once I have set
up the system, there is no need for the raw data to be displayed unless
I need to modify a specific sensing zone". P7 shared a similar view,
stating, "As an owner, I guess there is no need for me to see the
raw data all the time". In contrast, visitors placed more importance
on the raw data. Beyond the 2D representation, some participants
expressed interest in viewing the raw point cloud data in 3D. For
instance, P7 commented, "Currently, the visual feedback only shows
the data in 2D, but this sensor (LiDAR) actually scans in 3D. It would
be better if it could show the exact 3D scanning data so I won’t miss
anything".

Detectable Activities. As a key feature of the system, most
participants in the owner role found it beneficial to know which
actions could be detected at various resolutions. As P8 noted, "This
clearly shows that the system is sensing and predicting my actions,
letting me know that it has seen me". However, some participants in
the visitor role (P1, P6) expressed that, instead of focusing on the
specific actions detected, they were more concerned with a simpler
question: whether the LiDAR sensor was configured to detect sen-
sitive activities—yes or no. If the answer was yes, they were less
focused on the precise activities detected and more interested in
being informed and cautious. For instance, P1 mentioned, "I only
care whether the LiDAR sensor is configured to capture sensitive ac-
tions. To me, it seems that the list of detectable activities is designed
for owners".

9 LIMITATION AND FUTUREWORK

In this section, we discuss the limitations of our approach, reflect
on the lessons learned throughout the course of this research, and
outline directions for future work.

Sub-Zoning. We propose the concept of sub-zoning as a way
to better accommodate the diverse privacy preferences of different
user groups simultaneously. In this approach, privacy is prioritized
over other factors, such as a user’s preference for system function-
ality. For example, when a visitor’s zone overlaps with the owner’s
zone, the resulting area is automatically assigned a lower sensing
resolution to safeguard the visitor’s privacy. This, however, comes
with the trade-off of reduced activity detection for the owner. Fu-
ture research should investigate alternative strategies that can more
effectively balance varying user preferences, including privacy and
functionality. This area is still relatively unexplored and offers a
promising direction for further research.

1D Sub-Zoning. We demonstrate the effectiveness of sub-zoning
by partitioning the LIDAR’s sensing region along the x-axis. This
approach is driven by current hardware limitations, which support
one-dimensional segmentation of the field of view. While this 1D
partitioning effectively illustrates the sub-zoning concept in its ini-
tial stages, it also highlights opportunities for further development.
Specifically, the current implementation restricts the ability to se-
lectively sense specific body parts, such as the hands, with high
resolution while masking others, like the face. Additionally, it does
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Figure 17: Likert scale ratings provided by participants for the different features of LiDArgus.

not allow zones to conform to the contours of objects, such as a
couch. Future work should explore new technical advancements
that enable more flexible, multidimensional zoning and examine
their potential to better accommodate diverse user privacy prefer-
ences.

Shared Visual Feedback. The current implementation of Li-
DArgus offers shared visual feedback that is visible to all users
co-located in the same environment. This approach is simple to
implement and serves as an effective solution for early-stage explo-
ration. However, it also introduces potential privacy concerns, as
a user’s activity may be publicly displayed in the physical space,
potentially exposing it to nearby individuals. Future research could
explore the benefits and limitations of this projection-based visu-
alization approach and investigate alternative methods, such as
the use of AR glasses, to enhance privacy while maintaining user
engagement.

Visualizing Zone Boundaries in 2D. In our current implemen-
tation, zone boundaries are projected onto the physical environment
and visualized in 2D. While this method effectively communicates
the location and boundaries of the zones, it presents certain limita-
tions. Specifically, LIDAR sensors scan the environment in 3D, yet
the zone boundaries are represented in 2D, which may hinder users’
ability to fully perceive the zones’ coverage. In future iterations, we
plan to explore alternative display devices, such as AR glasses, to
visualize the zones in 3D. This enhancement will allow us to assess
its impact on the user experience and uncover insights that may
not have been apparent in the current study.

Projector. Our current implementation utilizes a projector to
provide visual feedback. While functional, this setup is cumber-
some and less practical due to the requirement for pairing a LIDAR
system with the projector. Future research should investigate al-
ternative solutions that enable users to access information about
sub-sensing zones, ideally by leveraging devices they already own.
We aim to explore ways that users can harness their smartphones,
whether through built-in cameras or simple add-ons, such as laser
diodes, to detect beam-scanning regions and patterns. This would
allow users to reconstruct zone boundaries and sensing resolutions,

empowering them to independently detect LiDAR zones and elimi-
nating the need for external output devices from manufacturers to
address privacy concerns.

Study Design and Environment. Our user experiments were
conducted in a controlled environment, which, although somewhat
limited in external validity, allowed us to uncover several key in-
sights regarding the effectiveness of our approach and highlight
potential areas for future improvement. While real-world usage
scenarios may present additional complexity and differ from the
controlled setting, it is crucial to validate the concept of sub-zoning
in more realistic environments. Both user studies involved the same
group of participants. Although the studies were conducted one
week apart to mitigate potential priming effects, we acknowledge
that such effects cannot be entirely ruled out. This limitation may
introduce bias toward either condition. To address this, future stud-
ies will recruit a broader participant pool to validate our findings.
These efforts will help assess the broader applicability of our de-
sign and determine which findings remain robust across contexts,
offering valuable guidance for refining and extending our approach.

User Misunderstandings of Privacy Protections. While re-
ducing resolution can help mitigate privacy concerns in many cases,
it does not fully guarantee privacy. In extreme scenarios, even very
low-resolution data can result in privacy leakage. From a user per-
spective, this presents a risk of misunderstanding, specifically, the
assumption that lower resolution equates to complete privacy, when
in fact it only provides improved protection in certain scenarios.
Future work should explore strategies for more effectively commu-
nicating these limitations to users. Another important direction
for future research is the design of sensors with minimal risks of
oversensing, for example, sensors that capture only task-specific
data. We envision that combining efforts in interface design (as
explored in our current work) with sensor-level innovations will
better support user privacy preferences moving forward.

10 CONCLUSION

In this paper, we present a novel approach for accommodating
diverse privacy preferences in LIDAR-based activity recognition
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systems. Our method partitions the LiDAR sensing region into con-
figurable sub-zones, each customizable in terms of location and sens-
ing capabilities to reflect the privacy needs of different user groups.
We validate this approach through a proof-of-concept prototype
built with Lumotive’s M30 LiDAR Development Kit, alongside two
user studies. These studies evaluate the usability of our visual feed-
back mechanisms and demonstrate the effectiveness of our design
in enhancing system transparency and user control. Importantly,
our findings show that users in different roles can independently
adjust their privacy settings without affecting others. This work
represents an important step toward better balancing privacy and
functionality in shared sensing environments. The insights gained
from our studies can inform future research on user-centered pri-
vacy design in LiDAR systems and broader ubiquitous computing
contexts.
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11 APPENDIX
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Figure 18: Sample images from action data collection, which list the images at five different resolution levels for all actions.
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Figure 19: Sample images from action data collection, which list the images at five different resolution levels for all actions.
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Class Precision | Recall | F1 | Resolution Level

0.99 0.97 0.98 640x480

0.95 0.90 0.92 320%240

Brushing teeth 0.91 0.83 | 0.87 160x120
0.92 0.56 0.70 80%60
0.64 0.67 0.66 40x30

1.00 0.88 0.93 640x480

1.00 0.80 0.89 320%240

Drink water 0.96 0.88 0.92 160x120
0.81 0.84 0.83 80%60
0.92 0.52 0.67 40x30

1.00 0.93 0.97 640x480

0.96 0.85 0.90 320%240

Eating at a dining table 0.92 0.81 0.86 160x120
0.61 0.37 0.46 80%60
0.25 0.59 0.36 40x30

1.00 1.00 1.00 640x480

1.00 1.00 1.00 320%240

Falling down 0.96 0.93 0.94 160x120
1.00 0.93 0.96 80%60
0.98 0.86 0.91 40x30

0.93 0.94 0.94 640x480

0.97 0.85 0.91 320%240

Reading at a desk 0.80 0.78 | 0.79 160x120
0.76 0.52 0.62 80%60
0.43 0.67 0.52 40x30

0.93 0.92 0.93 640x480

0.90 0.83 0.87 320%240

Use a kitchen appliance 0.88 0.66 | 0.75 160x120
0.64 0.67 0.65 80%60
0.47 0.05 0.09 40x30

Table 2: Evaluation results for the first 6 actions

Trovato et al.
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Class Precision | Recall | F1 | Resolution Level

1.00 1.00 1.00 640x480

1.00 1.00 1.00 320%240

Walking 1.00 1.00 1.00 160x120
1.00 1.00 1.00 80x60
0.99 0.88 0.93 40x30

0.88 0.98 0.92 640x480

0.71 0.96 0.82 320%240

Taking off clothes 0.79 0.93 0.85 160x120
0.57 0.92 0.71 80x60
0.50 0.89 0.64 40x30

0.95 1.00 0.97 640x480

0.86 0.89 0.87 320%240

Putting on clothes 0.71 0.96 | 0.82 160x120
0.37 0.51 0.43 80%60
0.28 0.14 0.18 40x30

1.00 1.00 1.00 640x480

1.00 0.99 0.99 320%240

Nose picking 0.96 1.00 0.98 160x120
0.80 0.91 0.86 80%60
0.48 0.89 0.63 40x30

0.94 0.99 0.97 640x480

0.89 0.99 0.94 320x240

Phone use 0.88 0.97 0.92 160x120
0.88 0.45 0.59 80%60
0.64 0.46 0.54 40x30

0.97 0.95 0.96 640480

0.99 0.97 0.98 320x240

Stretch 1.00 0.88 0.94 160x120
0.85 0.77 0.81 80%60
0.46 0.85 0.60 40x30

0.95 0.99 0.97 640x480

0.85 0.98 0.91 320%240

Scratching the back 0.87 0.89 | 0.88 160x120
0.52 0.87 0.66 80%60
0.61 0.27 0.38 40%30

Table 3: Evaluation results for the remaining 7 actions
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