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Abstract—The demand for safety-boosting systems is increas-
ing, especially nowadays, to limit the rapid spread of COVID-19.
Real-time life-logging is an essential application towards tracking
infected cases and thus containing the pandemic outbreak. This
application raises the need for an accurate human identification
technology where cameras cannot be adopted due to privacy.
Recently, LiDAR sensor has attracted attention due to its ability
to represent the surrounding environment in the form of 3D point
cloud. In this paper, we introduce a novel wearable device of a
micro-size LiDAR to build an onboard human identification sys-
tem for life-logging. The system acquires 3D point cloud data of
the surrounding environment from which subject-discriminative
signatures are extracted. This is achieved by removing noise and
background using Spatio-temporal density clustering and fisher
vector representations. The extracted features are then used to
train a random forest classifier for subject identification. We
have implemented and evaluated the proposed system on six
different subjects. The results show that the proposed system can
effectively remove noise and background and accurately identify
subjects with 99.9% accuracy.

Index Terms—point cloud-based recognition, LiDAR, Human
identification, user tracing for COVID-19

I. INTRODUCTION

In an attempt to contain the rapid spread of COVID-
19 by tracking infected cases and ensuring social distance
preservation, academia and industry seek to develop new
technologies that combine human identification techniques and
geolocation features [1]. These technologies are also aimed
to provide helpful information that facilitates understanding
the spread of the virus along with the individual practices to
avoid the infection spread via life-logging tools. Moreover, this
technology is highly required in public closed environments
such as kinder gardens, schools, and universities.

Although the prominence of proximity-based solutions, e.g.,
Bluetooth, they highly rely on the availability of Bluetooth-
enabled smartphones, which are not always available specifi-
cally in education institutes. As an alternative, a lot of work has
been devoted based on state-of-the-art technologies in human
identification using biometric information such as the face [2]
and voice [3]. For this, computer vision techniques have been
leveraged for recognizing faces on based building infrastruc-
ture cameras. This line of research limits the feasibility of
aimed system due to the limited coverage of fixed cameras.
Additionally, voice-based human identification leveraging the
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Fig. 1. The typical situation of our system usage

onboard microphone at the user’s smartphone. However, this
involves recording the user’s speech for identification which
may include sensitive/private information. Unsurprisingly, var-
ious privacy issues have arisen due to using cameras or
microphones in all environments, e.g., restrooms.

Light Detection and Ranging can detect surrounding objects
using eye-safe lasers (class 1A, near-infrared spectrum) and
determine distances to target objects with sub-decimeter errors.
It is usually used in large indoor environments such as malls,
museums, and governmental buildings security surveillance,
people counting, tracking in public space, path planning,
marketing, etc. LiDARs capture 3D point cloud data of 3D
dimensional coordinates points that do not contain personal
information.

In this paper, we propose a system for enabling human
identification with a cheap wearable LiDAR, as shown in
Fig. 1. We introduce the first micro-size LiDAR device that can
scan and represents the surrounding environment in a privacy-
preserving point cloud representation. This representation can
be leveraged to identify the user contacting the sensor wearer
without revealing any sensitive information such as visible
images or voices. Specifically, the proposed system seamlessly
constructs a signature database for the considered subjects to
identify. These signatures are extracted from the captured point
cloud representations of each user using a computationally
efficient fisher vector-based representation. Then a random
forest classifier is trained to identify the user in question.

Nevertheless, the proposed system needs to make provision
for a number of challenges. Firstly, extracting meaningful
context is not a straightforward process due to its unordered,
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unstructured, and varying size nature, unlike visible images.
Secondly, the limited sensing capability of the proposed micro-
size LiDAR in terms of range and noise sensitivity. Finally,
considering the limited computational power at the edge
device. To tackle these issues, we introduce a number of
innovative modules, including noise detection and removal
using spatial-temporal density-based clustering over cascaded
point cloud frames. Fixed-size features are extracted using
the fisher vector method leveraging its implicit symmetric
functions. The extracted features are then leveraged to train
a computationally efficient classifier for human identification
purposes.

The proposed system has been evaluated on six different
subjects of students and staff in our lab. The results show that
the proposed system provides a human identification accuracy
of 99.9%. We also show the efficacy of noise removal when
multiple consecutive frames are considered. These results
highlight the proposed system as the next-generation human
identification technology.

The rest of this paper is structured as follows. We carry out
a literature review in Section II. In Section III, we provide an
overview of the proposed system, while Section IV presents its
details. In Section V, we describe the data collection process
and how the system is tested. Finally, we conclude the paper
in Section VI.

II. RELATED WORK

In this section, we discuss the most relevant literature to the

proposed system.

A. Human ldentification

Many researches have been proposed for human-centric
applications e.g., tracking [4]-[14] or identification [2], [3],
[15]. Due to the pandemic, human Identification attracted a lot
of attention relying on different concepts. For instance, humans
can be identified based on face recognition [2], gait recognition
[15], and voice recognition [3]. Face and voice recognition
have shown superior performance for discriminating different
subjects. However, these techniques usually yield privacy
concerns that hinder their ubiquitous adoption in practice.

The face recognition systems have initiated with the Eigen-
face [16] approach, which obtains a lower-dimensional repre-
sentation through certain distribution assumptions. However,
this approach fails to deal with the uncontrolled facial changes
that stray from their prior assumptions. Learning-based local
descriptors were proposed, [17], [18] which could not wholly
ensure robustness against facial changes. Deep learning tech-
niques have emerged and become common after AlexNet [19]
which achieved the best accuracy in the ImageNet competition
at that time. In 2014, DeepFace [20] achieved 97.35% accuracy
on the LFW benchmark, which is very close to human per-
formance(97.53%). Then, many researchers focused on deep
learning, which has achieved state-of-the-art performance so
far with accuracy up to 99.80%.

Gait-based human recognition gets a lot of attraction from
many fields such as computer vision. This is done by extracting
features from the subject’s body during movement. For this,

the system in [21] uses 3D convolutional neural networks to
learn the gait from different viewing angles. While a person’s
skeletons and joint features are learned using a time-based
graph LSTM network [22]. However, this line of research
involves many challenges, including the variability of gait pat-
terns and the recognition difficulty in crowded environments.

For human(speaker) recognition by voice, many techniques
[23], [24] have been proposed leveraging the powerful capabil-
ity of deep learning. For instance, the system in [23] proposed
the concept of d-vector to boost the speaker’s recognition. This
is done by training a model to extract features from which the
d-vector is computed, enabling speaker identification. In [24],
an encoder-discriminator architecture method was proposed
for learning speaker embeddings. This method shows that
the model can learn speaker representations efficiently and
perform better than the baseline techniques (i-vector and t-
vector).

On the contrary, the proposed system relies on a 3D point
cloud that maintains users’ privacy compared to vision-based
or acoustic techniques. This suits many use cases where
privacy is at a premium, e.g., fitting rooms in shops.

B. Point cloud-based learning

Recent years have witnessed the prominence of LiDAR-
based (i.e. 3D point cloud-based) applications in many fields
such as autonomous driving, archaeology, agriculture, etc.
In autonomous driving, LiDAR is used for object detection
like pedestrians and other vehicles. A high-quality LiDAR
of wide-range and 360 degrees angles is attached on top of
cars to scan the surrounding information enabling a better
understanding of the environment. There are two techniques
for object detection. i.e. Region proposal-based methods and
single-shot methods. Region-proposal-based methods create
several regions which contain objects and then extract features
for each region to determine which class the objects belong
to. There are three ways for these methods: Multiview-based,
Segmentation-based and Frustum-based methods. MultiView-
based methods [25], [26] fuse features for each proposal from
different view maps such as 2D image and bird’s eye view
(BEV). Segmentation-based methods [27]-[29] use semantic
segmentation techniques by dividing points into foreground
points and background points. Then, background points are
removed and high-quality proposals are generated only for
foreground points for saving the computational cost.

Frustum-based methods [30] use 2D object detectors for
proposing 2D candidate regions of objects and generate a 3D
frustum proposal for each 2D candidate region. It works effi-
ciently for proposals of possible locations of objects. Single-
shot methods use a single-stage network and directly predict
probabilities of each class and generate 3D bounding boxes of
objects. Their processing speed is higher than region proposal-
based methods because they do not have a stage for region pro-
posal. Single-shot methods can be divided into three categories
based on the type of input data: BEV-based, discretization-
based and point-based methods. BEV-based methods [31]
[32]take the bird’s eye view (BEV) representation as inputs.
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Discretization-based methods [33] [34] convert point clouds
into a certain fixed discrete representation and predict object
categories and 3D bounding boxes by applying Convolutional
Neural Network(CNN). Point-based methods [35] take raw
point clouds as inputs.

Deep learning-based methods can be categorized into in-
direct and direct ways [36]. In indirect ways, point clouds
are converted into a regular structure such as multi-views
[37] and voxel grids [38]. While direct ways exploit raw
point clouds e.g PointNet [39] which directly takes raw point
cloud as inputs for classification and segmentation. In this
paper, they address the common challenges of point clouds.
i.e., invariance of permutation and transformation of the point
cloud. All these methods are computationally intensive and
require high computational resources, hindering their adoption
at edge devices.

Different from these techniques, this is the first work to
consider the human identification-based 3D point cloud of
LiDAR device. Additionally, the proposed system is designed
to be computationally efficient facilitating its adoption on
wearable LiRAR as an edge device.

III. SYSTEM OVERVIEW

The proposed system consists of two main stages: the
sensing stage and the learning stage. The sensing stage
involves the design of a brand new micro LiDAR, which we
call Hitonavi-u. The sensor is designed to be worn by the
end-user as a necklace (around her neck) and outputs 3D
point clouds for the surrounding environment. These point
cloud scans initiate the learning stage for further processing.
In practice, we collect point cloud scans for different subjects
while standing. The learning stage aims at extracting salient
features (signature) for each considered subject facilitating
the subject identification process. Therefore, this stage begins
by collecting point cloud data for each subject from which
a signature database will be extracted. Then, we build a
noise and background removal module using density-based
clustering over consecutive scans. This is done by integrating
multiple consecutive scans to increase the density of the points,
enabling better recognition of shapes, objects, and noise.
Next, discriminative features are extracted from the noise-
free point cloud scans using a feature extraction module that
leverages Fisher vector representation. The output of this stage
is the signature database for all subjects. Finally, a machine
learning classifier is trained to identify surrounding users in the

CMOS Image

Fig. 4. Sensor and compute module.

environments given fisher vector representation of the scanned
point cloud.

IV.

This section presents the details of the different modules
of the proposed system including the sensing and data col-
lection stage and the learning stage. Fig. 2 shows the system
architecture, including its different modules.

THE SYSTEM DETAILS

A. The Sensor stage

This section describes the characteristics of Hitonavi-y (the
proposed sensor). Hitonavi-u a battery-equipped micro version
of Light Detection and Ranging (LiDAR) together with its
computing unit. LiDAR, in general, is remote sensing means
used to measure the distance to the surface of surrounding
objects. It measures the time for a laser pulse to travel from
the sensor to the surrounding objects/surfaces and return back
and thus estimates the distance. Therefore, it is intensively
used in many applications, including the autonomous cars
industry [36] to detect the presence of obstacles and indoor
navigation for tracking humans and robots [40]. All these ap-
plications are built on large-size LiDAR with powerful sensing
capabilities. Thus, it comes with a high cost, which hinders
their widespread adoption as a privacy-preserving technology.
Therefore, in this paper, we introduce a micro version of the
LiDAR sensor! (shown in Fig. 3) which is relatively smaller
and lighter compared to the consumers’ LiDAR devices. It has
Width, depth, and height of is 44, 24, and 16, respectively.
The rationale behind this design is to facilitate leveraging
the sensor as a wearable device, paving the road for the
next generation of privacy-preserving vision technology. The
LiDAR sensor is connected to a computing unit of battery-
equipped Raspberry Pi 4 Model B [41] for processing our
algorithms. Raspberry Pi 4 Model B is a compact single board

IThis sensor was manufactured by MagikEye company.
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(b) Point cloud as captured by
the sensor

(a) Actual scene

Fig. 5. Typical use case scenario.

computer that can be used for mobile devices having a CPU
of ARM Cortex-A72 quad-core at 1.5GHz and 4GB RAM.
Hitonavi-p composed the micro-size sensor and the compute
module is shown in Fig. 4. The average frame rate of the
sensor equals 30 fps.

B. The Data Collection

Here, we collect the 3D point cloud of different subjects to
construct a signature database. This is done by capturing the
scene using the sensor and uploading the acquired point cloud
to our server through the onboard WiFi module of Hitonavi-
. The data is captured while subjects are in conversation
(stationary), enabling the aimed life-logging application. The
sensor is worn around the neck on the subject’s chest, captur-
ing the surrounding objects and subjects at a distance of up to
3m. Fig. 5 shows the data collection environment setup. Fig.
5(a) shows a typical use case of the sensor, while Fig. 5(b)
depicts its corresponding captured point cloud. As can be seen
from the figure, the point cloud data has a well representation
of the subject with a 3D point cloud. Each point of the cloud
has only X, y, and z coordinate information. It can also be
seen the distortion around the head due to the presence of
some noisy points.

C. The Learning Part

The learning stage consists of three modules: Noise Re-
moval, Feature Extraction, and Subject Identification.

1) Noise Removal: This module aims to remove the un-
desirable noise and background that may negatively affect
the quality of the recognition as it deceives the model. For
detection and removal of noise, we leverage the Density-
Based Spatial Clustering of Applications with Noise algorithm
(DBSCAN) [42]. DBSCAN has a number of advantages that
motivated us to leverage it for the purpose of noise removal.
Firstly, it can work independently of the domain knowledge
information e.g. the number of clusters. This makes it a
better choice as compared to traditional clustering techniques
such as K-Means [43]. Additionally, unlike other clustering
techniques, DBSCAN can create clusters of arbitrary shapes
and of varying densities. Finally, DBSCAN is robust to outliers
and noise and can efficiently detect them [44], [45].

The main idea of DBSCAN is that it works on the as-
sumption that clusters are dense regions in space, such as
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Fig. 6. The effect of the Noise Removal module on the input point cloud
frame. The Noise removal is applied on 1,3 and 5 integrated frames.

the subject’s arm, chest and head, separated by regions of
lower density. Therefore, DBSCAN can identify clusters by
looking at the local density of the points. DBSCAN requires
two parameters: Eps and MinPts. Eps is the radius of the
circle to be created around each point to check the density and
MinPts is the minimum number of points required inside that
circle for that point to be classified as a Core point. DBSCAN
creates a circle of Eps radius around every point and classifies
them into Core point, Border point, and Noise. A point is
a Core point if the circle around it contains at least MinPts
points. If the number of points is less than MinPts, then it
is classified as Border point, and if there are no other points
around any point within Eps radius, then it is treated as Noise.

DBSCAN efficacy is boosted by considering the temporal
effect across consecutive point cloud frames. To do that, the
points in n consecutive frames are combined, leading to an
integrated frame. Thus, DBSCAN is applied to cluster points
in that integrated frame. The intuition behind this process is
that the integration increases the density difference between
human and noise clusters facilitating noise detection and
removal.

The output of this module is a number of clusters repre-
senting points of the different parts of the body (we merge
them in one class) along with a number of points annotated
as Noise. These Noise points are removed and the remaining
points are fed to the next module for further processing.

2) Feature Extraction: In this section, we propose the
feature extraction technique based on Fisher Vector (FV) rep-
resentations. The FV representation’s independence of sample
size makes it a natural choice for representing point cloud
data. Specifically, FV representation is employed to define
discriminative signatures for different subjects’ data of variable
sizes (as in 3D point cloud frames). Additionally, it implicitly
represents the spatial locality of points. This signature is
defined as the deviation of 3D points from a generative model
(e.g., Gaussian Mixture Model (GMM)). This can be done by
calculating the gradients of the sample’s log-likelihood w.r.t.
the model parameters (i.e., weight, mean, and covariance).
Additionally, FV maintains a fixed-size grid structure, making
it a convenient input to any classifier.

3) Subject Identification: In this section, we describe how
we build a classification model that can precisely differentiate
between different subjects given the extracted Fisher represen-
tations. For this, Random Forest Classifier is employed here.
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Fig. 7. The accuracy of the proposed system.

The random forest contains many decision trees; each of them
outputs a class prediction, and the class with the most votes
will be the considered model.

The motivation for using a Random Forest classifier is its
ability to train a large number of relatively uncorrelated models
(trees) operating as an ensemble of more accurate predictors
than individual ones. Additionally, Random Forest is a flexible,
easy-to-use supervised learning algorithm that produces, even
without hyper-parameter tuning, a great result most of the
time [46]. It is also one of the most used algorithms because
of its simplicity and diversity. The input to the classifier is
the features obtained from the feature extraction module. The
best performance has been obtained with 200 trees and the
entropy as a split metric. Once the model has been trained, it
can recognize the object in question given the extracted Fisher

representation.
V. EVALUATION

We conducted an experiment to evaluate the end-to-end
performance of the proposed system. The experiment involves
six subjects, including students and staff members in our lab.
The distance between the worn sensor and the target subject is
arbitrary and varies based on the subjects’ preferences during a
natural conversation. For each targeted subject, the point cloud
signatures are captured over the course of three minutes. This
data is further divided into 80% training and 20% testing.

Fig. 6 shows the performance of the noise removal module
in three cases: single frame, integrating 3 frames and inte-
grating 5 frames. The figure confirms that the more frames to
integrate the better noise detection is achieved. This can be
justified as the integration increases the density of the main
clusters of the subject while keeping the noise sparse at low
density. This boosts the noise detection and clustering skills
of DBSCAN.

Fig. 7 shows the classification accuracy of the six subjects
when changing the number of integrated frames. As can be
seen, integrating more frames enhances the overall subject
identification accuracy up to 99.9% at the case of integrating
five consecutive frames (1 second). Beyond, five frames the
accuracy drops as the captured frame may include the target
subject at multiple different positions in the scene leading
to a different shape which is highly probable to deceive the
classification model.

Finally, we evaluate per subject identification accuracy at
each case of integrated frames. Fig. 8 shows the confusion

matrices of the six subjects when tested at each case of inte-
grated frames. The confusion matrices show the gain earned
by integrating more frames and the superiority of five-frames-
based clustering. The results also confirm the validity of the
proposed system for identifying different subjects even when
a single frame-based clustering. This highlights the promise
of the proposed system as the next generation of the privacy-
preserving life-log system.

VI. CONCLUSION

We proposed a point cloud-based subject identification
system for the purpose of life-logging using the first micro-size
wearable LiDAR. We presented the details of the system and
its ability to detect and remove noise and extract discriminative
features facilitating the accurate identification of different
subjects. To achieve that, the proposed system leverages a
combination of spatio-temporal clustering for noise removal
and a learned representation using Fisher vector. This repre-
sentation is further harnessed to train a random forest classifier
for recognizing the user in the scene. Implementation of our
system and evaluating it with six different subjects showed
that the proposed system could obtain a subject identification
accuracy of 99.9%.

In the future, we plan to investigate the system performance
when a larger number of subjects are considered in different
human interaction situations.
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